HhopmaLMoHHO-CpaBoYHble MaTepuanbl N0 XKU3HEHHOW CUTYyauum
«3almTa oT MOLUEHHMKOB B CETU»

B pamkax hefiepanbHOro npoekrta «I ocyfapcTso AN nogein» MuHuugpsl Poccum
N AHaIUTUYECKUA LeHTp npu lMpaBuTensCTBe Poccuitickon defepaumn peannsoBaiu
UM(POBOA  CEPBUC MO  JKU3HEHHOW  CcuTyauum «3awpurta OT  MOLUEHHMKOB
B CeTu» Ha EanHOM nopTtane rocyaapCTBEHHbIX WM MYHUUMN&IbHBLIX  YCAyr
(panee — rocycnyru) B Lensx npecevyeHns U NpeLoTepaLLeHns MOLEHHNYECKNX [eNCTBUi
(https://www.gosuslugi.ru/scammer_protection).

CepBuc NpefoCTaB/isfeT BbIGOP CMELYIOLMX CUTYaUniA: «MOLLEHHUKWM NbITAKTCA
nonyynMTb fdoctyn K [ocycnyram» (3Ta CuUTyauust HanpaBfieHa Ha MNOMOLb
B BOCCTAHOB/IEHUW KOHTPONA Haj Y4YETHOW 3anucbitd) U «H Xouy 3alUTUTbCA
OT MOLUEHHMKOB B CETU» (B JAHHOW CUTYyauun pedb 4eT 0 cnocobax npeaoTspaLLeHns
MPECTYMNHbIX AEACTBUN).

B pamkax nepBoi cuTyaumwn npeactasneHa nogpobHas UHCTPYKLMSA, B KOTOPOM
COAEPXXNTCA MH(opMauma O TOM, YTO AenaTb, CNU FpaXKAaHUH yXKe Co06LmMN naposb
nnn kog n3 CMC moLLeHHMKaM.

B pamkax BTOpOi CUTyauun pacCMaTpyBalOTCS Mepbl, HarnpaB/ieHHble Ha 3aluTy
OT KnbeprpecTynHMUKOB (3anpeT Ha AeACTBMS C HEABVKMMOCTbLHO, 3anpeT Ha opopm/ieHne
[OrOBOPOB CBA3M, 3arpeT Ha MoflyvyeHne KpPeauToB M 3aiMOB, 3aliMTa YYETHOW 3anucu
C MOMOLLbIO AOBEPEHHOI0 KOHTaKTa, npasuia 6e30nacHOCTM Npu TeethOHHbIX 3BOHKAX),
a TaKkke npeAcTaB/ieHbl MeTOAbl MPOTUBOAENCTBUA (PUHAHCOBOMY MOLLEHHWUYECTBY
N YeK-NINCT MO LMGPOBOIA TrneHe.

CnpasoyHo: camo3anpeT — f06p0BO/bHOE OrpaHuyeHre, KOTOPOe YeoBeK
caM Ha cebsl HaknaablBaeT: YT06bl HUKTO He CMOr 0DOPMUTb KpeanThbl 1 3aiMbl

Ha ero UM — HW OH CaM, HU MOLUEHHUKN («3anpeT Ha MnonyyvyeHne KpeauTOoB

1 3aiMOB»); YT06bl He AONYCTUTb COBEPLUEHUS CAENOK C HEBUXKMMOCTbIO 6E3 ero

NMYHOIO yYyacTUsA Kak COOCTBEHHMKA («3anpeT Ha [AeiiCTBMS C HEABMXKUMOCTbHO»);

YTOObl HAKTO HE CMOI 3aKIUMTb [OroBOP Ha MOOW/LHYK CBSI3b OT €ro auua

(«3anpeT Ha odhopmneHne AOrOBOPOB CBSA3N»).

[loBepPEHHbIN KOHTaKT (manee — AK) — 3TO AONOMHUTENbHAA 3auluMTa

YYeTHOI 3anncu Ha locycnyrax oT AeiCTBUA MOLIEHHUKOB. K MOXKET cTaTb,

Hanpumep, POACTBEHHWK wnu Apyr. [py NOnbITKe BOCCTAHOBMEHMA AocTyna

K YYeTHOIN 3an1cu nonb3oBaTens Ha Homep TenedoHa K OyayT npuxoauTb CMC

ONA NOATBEP>KAEHNS BOCCTAaHOB/IEHUS napons. K nogTeepauT 3anpoc, TO/bKO

Korga yoeanTcs, YTO Nob30BaTENA HE BBOAAT B 3a0N1y>KeHue.

Kpome TOro, Ha CTpaHuue pasMelleHbl MOofie3Hble  WHCTPYMEHTbl A1
Knbepbe3onacHOCTN.

B KkaTanore ob6y4yalolnMx KypcoB Ccob6paHbl MaTepuasbl MO LUMGPOBOWA
rpaMOTHOCTM — OT NPaBW/ Pe3ePBHOI0 KOMMPOBaHWA AaHHbIX 40 METOL0B Pacro3HaBaHuWs
annderikos (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Takke pocTynHa 6as3a MOLUEHHWYECKMX CXeM, KOTopas MOMOraeT Y3HaTb
006 aKTya/lbHbIX criocobax obmaHa. Ha [aHHbIiA MOMEHT B Held COAepXUTCS 86 CXeM C KX
KpaTkum onucaHunem (https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1).
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[N19 OUEHKM CBOWMX 3HAHWIA, B CBOKD OYepefb, MOXXHO MPOMTN TeCT Mo LMgpPoBOi
rPamMoTHOCTW, KOTOPbIA ONpeaennuT ypoBeHb OCBELOM/IEHHOCTM B 3TOM  cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

CTOMT OTMeTUTb, 4TO B paMKax BTOPOA cUTyauuw, Cpean  Mpoyero,
HaxoauTcs  ccbilka Ha  pasgen  «KnbepbeszonacHOCTb —  3TO  MPOCTO!»,
roe  cobpaHa MonesHas WMHQOpMaumMs 0  pasHOOOpasHbIX  LMGPOBLIX  Yrposax
(https://www.gosuslugi.ru/landing/cybersecurity).

B oTgenbHbIX 6/10Kax pasMeLleHbl  pPeKOMeHZauuMu no  KMGeprpamoTHOCTW,
creyunanbHO paspaboTaHHble 41 AeTeil U NOXWUIbIX H04el, KOTOpble cUMTaroTCcs Hanbonee
YA3BMMbIMU B UHTEPHETE.

Ocob60e BHMMaHWe yaeneHo 3alimte 0T PULLINHIE, CO34aHNI0 HaLeXHbIX Maposen,
3aLMTe MOBWU/ILHOIO YCTPOMCTBA U NPOdNIaKTUKE TesIe)OHHOI0 MOLLIEHHNYECTBA.

[Momnmo 3TOro, Ha CTpaHMLax 06enx CUTyaumii pasMelLieHa NamsaTKa ¢ Nosie3HbIMU
CCbI/IKaMW: Ha UHTEPAKTUBHYIO KapTy ¢ agpecamu MB/L Poccun; Ha nogady 3adB/ieHNs,
Xanobbl Un NpeanoXeHns yepes omumnanbHblid caut MB/L, Poccun; Ha BO3MOXHOCTb
Nofy4nTb GECNIATHYH KOHCY/IbTALMIO U MOMOLLb HOpUCTa Mo 3aLiuTe npas.

Takke B pasgene «Yactble Bonpocbl» («Moryt nuM  MOLUEHHWKW MnpoaaTh
HEeABWKMMOCTb») HAXOAWUTCA CCbIKA Ha WHTEPaKTMBHYHO KapTy C ajpecamu
MHOTO(DYHKLMOHa/IbHbIX LeHTPoB (M®LY).

Kpome TOro, Ha CTpaHuLax 06emx CUTyaumii pasMeLleHbl CCbIIKW, MO3BONsOLWMe
MNPOBEPUTL KPEAWUTHYH WCTOPUK, COOBWMTL O MOAO03PUTENbHOM 3BOHKE, MPOBEPUTH
O(POpPM/EHHbIe CUM-KapTbl, NOAaTh YKanoby Ha BPeAOHOCHbIM MHTEPHET-Pecypc, a Takxke
OTBETbl HA 4acTO 3a/laBaeMble BOMPOCbl: «Kak HACTPOWUTb KOHTPOJIbHbIA BOMPOC?»,
«Kak aHHY/IMpoBaTb KpeauT, eC/i MOLLEHHWKN 0(hOPMUIM ero Ha Bac Yepes ["ocycnyrmn?»,
«KTO Takoi Apon 1 Kak He NonacTb B MPeCTYMHYI CXeMy?» U T.4,.
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